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WHAT YOU
NEED TO

KNOW ABOUT:

Scams targeting small
businesses come in various
forms—from invoices for
advertising or directory listings
that were never requested

to dubious office supplies

that were never ordered.

More recently, overpayment
scams and dodgy investment
opportunities have been added
to the mix.
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Small business scams are becoming
increasingly sophisticated and scammers will
go to great lengths to convince you that the
documents they send you or the offers they
make are legitimate and genuine. But it’s
easy to copy or modify letterheads, names
and logos to make them look real, and it’s
simple to create phoney websites, use fake
credit cards or cheques and obtain business
details such as your name and address
through public listings or from your website.

You can protect yourself and your business
by being aware of the common scams
targeting small businesses.

What they are and what to
look for

Overpayment scams

This sort of scam involves scammers making
contact to purchase goods and services
from you. They then send you a payment by
cheque, money order or credit card for far
more than the agreed price. The scammer
then asks you to refund the overpayment or
to pay the scammer’s ‘freight company’.

The scammer is hoping you will transfer
the refund or pay for ‘freight’ before you
discover that their cheque has bounced
or that their money order or credit cards
were phoney.
v Be suspicious if you are overpaid

for products.

v Be suspicious if a number of credit card
numbers are used.

v Be wary of complicated or unlikely orders.

Directory entry or unauthorised
advertising scam

This scam involves a scammer sending you
an invoice by post, fax or email for a listing
or advertisement in a magazine, journal or
business register/directory which you did
not authorise or request.

Scammers will send a proposal for a
subscription, disguised as an invoice

or ‘renewal notice’, for an entry on a
questionable website or in a questionable
trade directory. Often these businesses are
based overseas. It may sound like a ‘free’
entry, but charges can be hidden in the fine
print, resulting in demands for payment later.

Another common scam is calling a business
to confirm details of an advertisement the
scammer claims has already been booked or
to ask if you would like a ‘free trial’—it’s only
later that you find your business has actually
been charged for the advertisement.

v Be careful—if you receive a request to
confirm details of an advertisement,
check your own records to see whether
your business made this booking.

v Be aware that a scammer may quote
a genuine entry or advertisement you
placed in a different publication or
directory to convince you to pay.
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v Be careful—if you receive an offer for a
free trial, check for any hidden terms.

If you refuse to pay, scammers often try

to intimidate you by threatening legal
action. Consult your lawyer if you are
concerned about any threats of legal action
by scammers.

Investment scheme scams

This type of scam usually involves
telemarketing campaigns targeting small
business owners. Peddled as tax-free
opportunities, these are often sports
betting schemes or betting software
offers in disguise and are nothing more
than gambling.

v Be wary of unsolicited offers described
as ‘tax-free wealth’, ‘strategic investment’,
‘investment not gambling’, or ‘recession
proof’— these schemes are not
investment opportunities.

Office supply scam

This scam involves receiving and/or being
charged for goods you never ordered or
never received, or goods that were not
what you thought you agreed to buy. The
scammer will call you pretending to be your
‘regular’ supplier, telling you that the offer is
a ‘special’ or is ‘available for a limited time’.
v Be careful—if the caller claims that your
business has ordered or authorised
something and you do not think it sounds
right, ask for proof. Check that goods
have actually been ordered and delivered
before paying an invoice.

Domain name scam

Under this scam you'll be sent either an
unsolicited invoice or email for an internet
domain name registration very similar

to your own business domain name or a
renewal notice for your actual domain name.
The notice could be from a business that
supplies domain names trying to trick you
into signing up to their service or it could be
from a scammer trying to take your money.

If you have a registered domain name and

receive a renewal notice, check that it:

v Matches your current domain name
exactly—look for small differences such as
‘com.au’ instead of ‘.net.au’. Remember,
even if the core business name is the
same, it could be a completely new
domain name.

v Comes from the company you originally
registered your domain name with—and
check for the actual expiry date for your
existing domain name to confirm if it
really is due for renewal.

If you want to take up the new domain name
being offered, shop around for the best
price first.

Email intercept scam

Under this scam the scammer gains

access to your supplier’s email account

and intercepts emails going from you to

the supplier and vice versa. For both the
supplier and you, the email address on the
intercepted incoming emails was correct, but
when you or the supplier hits reply, the email
address almost imperceptibly changes to go
to the scammer instead.

Using this technique, the scammer is able

to intercept an email from your supplier

sending you a deposit invoice, change

the bank account details & forward onto

the customer, who then makes the money

transfer to this incorrect account.

v If you notice a supplier’s usual bank
account details have changed, call them
to confirm.

Ransomware scam

Ransomware is an extortion scheme
whereby scammers hijack the victim’s
computer files and then demand a ransom
so the victim can have them back in

their original condition. The amount of
ransom can vary quite dramatically and
payment is often demanded through some
type of online currency or international
money transfer.

Sometimes the scam involves users finding
that their computer has been frozen, with
a pop-up alert that claims to be from the
Australian Federal Police and states that the
user’s computer has been locked because
they have visited an illegal website or
breached various laws. The scammer claims
that they will unlock the computer if a fee
is paid.
In order to protect yourself from a
ransomware attack:
v Ensure your computer has a firewall
and up-to-date anti-virus and
anti-spyware software.
v Use a pop-up blocker as a lot
of ransomware is delivered via
pop-up alerts.
v Back-up your personal computer file and
system files regularly.

Warning signs

Scams succeed because they look like the
real thing or try to take advantage of a
busy office environment—don’t lose your
hard-earned money! Protect yourself and
your small business by being aware of the
common tricks used by scammers.

Golden rules

Remember these golden rules to help you
beat scammers:

« If you become aware of a scam, let other
people and your industry association
know about it.

*  Keep your filing and accounting systems
well organised—this will make it easier
for you to detect bogus accounts
and invoices.

Never provide personal information and
banking details to anybody you don’t
know and trust.

¢ Make sure the business billing you is the
one you normally deal with and ask for
the name of the person you are speaking
to and who they represent.

¢ Never give out any information about
your business unless you know what that
information will be used for.

¢ Do not agree to offers or deals
straightaway—always ask for an offer in
writing and consider getting independent
advice if the deal involves money, time or
a long-term commitment. Remember: if it
sounds too good to be true, it probably is!

¢ Ensure that you have clear procedures
for verifying, paying and managing
accounts and invoices. Limit the number
of people authorised to place orders or
pay invoices.

¢ Install reputable computer protection
software and a firewall—and keep them
up to date.

What if you are scammed or
want to report a scam?

If you spot a scam or have been scammed,
you can contact a number of Australian
Government agencies, or your local police
for advice or to make a report.

To find out which government agency is
best placed to assist you, visit the ‘Report
a scam’ page on the SCAMwatch website,
www.SCAMwatch.gov.au.

SCAMwatch details some of the most

common scams around; it’s designed to help
you recognise and report scams and protect
yourself from being ripped off by scammers.

Still unsure? If you need further advice or
information, call the ACCC Infocentre on
1300 795 995.

Australian Competition and Consumer Commission
23 Marcus Clarke Street, Canberra
Australian Capital Territory 2601
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Important notice

The information in this publication is for general guidance only. It does not constitute legal or other
professional advice, and should not be relied on as a statement of the law in any jurisdiction. Because it is
intended only as a general guide, it may contain generalisations. You should obtain professional advice if

you have any specific concern.

The ACCC has made every reasonable effort to provide current and accurate information, but it does not
make any guarantees regarding the accuracy, currency or completeness of that information.



